








to divine that a consumer wishes to keep personal information within the confines of a specific business
relationship, and instead compels businesses to guess at consumers’ preferences from an indirect signal
that may not accurately reflect a consumer’s wishes.

In addition, the AG’s proposed rule is not narrowly tailored to serve the state’s interest. Instead, it
senselessly restricts the commercial speech of businesses without supporting the efficacy of the existing
opt-out framework. Narrowly tailored regulations are not disproportionately burdensome. Additionally,
they must “signify a careful calculation of the costs and benefits associated with the burden on speech
imposed.”" The existing opt-out regime implemented by the California Legislature offers businesses
more exact information about specific, granular preferences of individual consumers than the global
controls mandate. The global controls requirement serves no purpose that is not already served by existing
opt-out rules in the draft regulations and the law itself, and it could potentially restrict speech by requiring
businesses to act on inaccurate information about a consumer’s individual preferences.

The proposed regulations note that businesses may contact consumers to ascertain their true intent
regarding personal information sales if a global control conflicts with a choice the consumer individually
set with the business. However, the rules require the business to defer to the global controls in the
meantime, thus mandating a potentially incorrect expression of user preferences at the expense of specific
choices the consumer indicated to the contrary. In addition, businesses bear the burden of ascertaining the
consumer’s true intent after receiving a global signal that does not align with an individual consumer’s
preferences. In contrast, the opt-out privacy framework set forth in the CCPA itself and bolstered by the
draft rules is both more precise and less burdensome. It enables businesses to assess specific preferences
of users in the context of each unique consumer relationship, and it restricts commercial speech only if that
speech is known to contravene consumer preferences. The global controls mandate consequently does not
further the goals of the existing framework, but it does needlessly restrict commercial speech. The global
controls rule therefore does not pass constitutional muster because it burdens commercial speech without
appropriately balancing those burdens with benefits.

¢. The Browser Setting and Global Control Mandate Impedes Consumer Choice

The revised proposed rules’ imposition of a requirement to honor such controls would result in
broadcasting a single signal to all businesses, opting a consumer out from the entire online ecosystem.
This requirement would obstruct consumers’ access to various products, services, and content that they
enjoy and expect to receive, and it would thwart their ability to exercise granular, business-by-business
selections about entities that can and cannot sell personal information in the digital marketplace.

In the March 11, 2020 updates to the draft rules, the OAG removed the requirement for a
consumer to “affirmatively select their choice to opt-out” and the requirement that global controls “shall
not be designed with any pre-selected settings.”'® The removal of these provisions entrench intermediaries
in the system and will advantage certain business models over others, such as models that enable direct
communications between consumers and businesses. It will also enable intermediaries to set default
signals through browsers without consumers having to approve of them before they are set. This outcome
risks causing businesses to take specific actions with respect to consumer data that the consumer may not
want or intend. The OAG should take steps to ensure that default privacy signals may not be set by
intermediaries without the consumer approving of the signals set and the choices they relay to businesses.

Moreover, the draft rules do not address how businesses should interpret potentially conflicting
signals they may receive directly from a consumer and through a global control or a browser setting. For
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example, if a business directly receives a consumer’s permission to “sell” personal information, but later
receives a global control signal through a browser set by default that indicates the consumer has opted out
of such sales, which choice should the business follow? The CCPA itself allows businesses to contact
consumers asking them to opt in to personal information sales after receiving opt-out signals only once in
every twelve month period.!” As such, the business’s ability to communicate with the consumer to
ascertain their true intentions may be limited despite the draft regulations’ statement that a business may
notify consumers of conflicts between setting and give consumers the choice to confirm the business-
specific setting,

To preserve consumers’ ability to exercise granular choices in the marketplace, to keep the
regulations’ requirements in line with constitutional requirements and legislative intent in passing the
CCPA, and to reduce entrenchment of intermediaries and browsers that have the ability to exercise control
over settings, we ask the OAG to remove the requirement to obey such controls. Alternatively, we ask the
OAG to update the draft rules so a business may either honor user-enabled privacy controls or decline to
honor such settings if the business provides another equally effective method for consumers to opt out of
personal information sale, such as a “Do Not Sell My Personal Information” link.

* * *

Thank you for the opportunity to submit input on the content of the revised proposed regulations
implementing the CCPA. Please contact Mike Signorelli of Venable LLP atﬂwith any
questions you may have regarding these comments.

Sincerely,

Dan Jaffe Alison Pepper
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impede consumers from receiving important information about their privacy choices, such as information
about the vital nature of the ad-supported Internet as described in Section 1, and, as explained in Section
111, they may be contemporaneously receiving partial or misleading negative information about their opt
out rights.

To ensure a fully informed privacy choice, consumers must have every ability to access
information about business practices and the benefits of the digital advertising ecosystem. Providing
ample and timely opportunities for consumers to gain knowledge about their choice to opt out is of
paramount importance to avoid confusion and ignorance; this allows a consumer to be fully informed
about the actual implications of their decision. By prohibiting a business from requiring a consumer to “to
click through or listen to reasons why they should not submit a request to opt-out before confirming their
request” the regulations do not safeguard against this concern. As presently written, the proposed
modification appears to limit businesses’ ability to provide such vital information as a consumer is opting
out, even if such information is presented in a seamless way. It is unclear what amount of information, or
what method in which such information is presented, could constitute a violation of the rules. Instead of
setting forth prohibitive rules that could reduce the amount of information and transparency available to
consumers online, the OAG should prioritize facilitating accurate and educational exchanges of
information from businesses to consumers. As a result, we ask the OAG to revise the text of the proposed
modification in Section 999.315(h)(3) so that businesses are permitted to describe the impacts of an opt out
choice while facilitating the consumer’s request to opt out.

Additionally, the restrictions created by this proposed modification infringe on businesses’ First
and Fourteenth Amendment right to commercial speech. As written, Section 999.315(h)(3) restricts the
information consumers can receive from businesses as they submit opt out requests by limiting the
provision of accurate and truthful information to consumers. The Supreme Court has explained that
“people will perceive their own best interest if only they are well enough informed, and . . . the best means
to that end is to open the channels of communication, rather than to close them. . ..”'"® Because this
proposed regulation prescriptively regulates channels of communication, it violates the First and
Fourteenth Amendments.

The state may not suppress speech that is “neither misleading nor related to unlawful activity”
unless it has a substantial interest in restricting this speech, the regulation directly advances that interest,
and the regulation is narrowly tailored to serve that interest.!! The proposed regulation fails each part of
the test:

e No substantial interest: Although there is no stated justification in the proposal, the most
likely interest would be to streamline opt out requests by making it easier and faster to submit
opt-outs. The OAG presumably wants nothing to impede consumers from opting out, but it is
unclear because the OAG has not affirmatively stated its purpose for the proposed
modification. Consumers should be made aware of the ramifications of their opt out decisions
as they are opting out — not after confirming a request — so they do not make opt out choices to
their detriment because they do not know the effect of such choices. For this reason, they
should be able to receive information from businesses about the consequences of their opt out
choices as they are submitting opt out requests. Providing information concerning the impact
of an opt out is not an impediment to the process, but rather improves it.

1 Virginia Pharmacy Board v. Virginia Citizens Consumer Council, 425 U. S. 748, 770 (1976).
" Central Hudson Gas & Elec. Corp. v. Public Service Commission of New York, 447 U.S. 557, 564 (1980); see also
Individual Reference Services Group, Inc. v. F.T.C., 145 F. Supp. 2d 6, 41 (D.D.C. 2001).
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¢ No advancement of the interest: 1f streamlining opt out requests to remove perceived
impediments is the justification for the proposed rule, then the proposal does not advance that
interest. The proposed regulation already includes many other specific requirements that
facilitate speed and ease of opt-outs, including a requirement to use the minimal number of
steps for opt-outs (and no more than the number of steps needed to opt in), prohibiting
confusing wording, restricting the information collected, and prohibiting hiding the opt-out in
a longer policy, all of which directly advance this interest without suppressing speech. The
proposed rule limiting businesses from clicking through or listening to reasons would not
make the opt out process easier for consumers, because it could result in consumers making
uninformed choices if they are not notified of the consequences of their decision to opt out as
they are making it. A “regulation may not be sustained if it provides only ineffective or
remote support for the government’s purpose.”'? This proposed regulation is both ineffective
and provides no support for the government’s purpose.

o Not narrowly tailored: The proposed regulation is an overly broad and prescriptive restriction
on speech that hinders accurate and educational communications to consumers about the
consequences of a decision to opt-out. The regulations already include various other
provisions that work to streamline the opt out process. “[I]f the governmental interest could be
served as well by a more limited restriction on commercial speech, the excessive restrictions
cannot survive.”"® As noted above, there are many ways to craft regulations to require simple
and fast opt-out mechanisms that do not suppress lawful and truthful speech.

In sum, the regulation violates each and every prong of the framework for evaluating commercial
speech. “As in other contexts, these standards ensure not only that the state’s interests are proportional to
the resulting burdens placed on speech but also that the law does not seek to suppress a disfavored
message.” '* The proposed regulation would do exactly that. Thus, it is a content-based restriction on
speech, subject to heightened scrutiny. The OAG should revise the text of the proposed modification in
Section 999.315(h)(3) to avoid running afoul of the First and Fourteenth Amendments and to ensure
consumers may receive information about the impacts of an opt out request as they engage in the opt out
process with a business.

II1. The Proposed Modifications Should Impose the Same Notice Requirements on
Authorized Agents as They Impose on Businesses

The proposed modifications to the CCPA regulations would require a business to ask an
authorized agent for proof that a consumer gave the agent signed permission to submit a rights request.'”
Although this provision helps ensure businesses can take steps to verify that authorized agents are acting
on the true expressed wishes of consumers, the proposed modifications do not offer consumers sufficient
protections from potential deception by authorized agents. For example, while the proposed modifications
would impose additional notice obligations on businesses,'® those requirements do not extend to authorized
agents. Authorized agents consequently have little to no guidelines or rules they must follow with respect
to their communications with consumers, while businesses are subject to onerous, highly restrictive
requirements regarding the mode and content of the information they may provide to Californians. The
asymmetry between the substantial disclosure obligations for businesses and the lack thereof for
authorized agents could enable (and, in fact, could incentivize) some agents to give consumers misleading

12 Central Hudson Gas & Elec. Corp. v. Public Service Commission of New York, 447 U.S. 557, 564 (1980).
Bd.

14 Sorrell v. IMS Health Inc., 564 U.S. 572, 565 (2011).

13 Cal. Code Regs. tit. 11, § 999.326(a) (proposed Oct. 12, 2020).

16 1d. at § 999.315(h)(3).



or incomplete information. We encourage the OAG to take steps to modify the proposed modifications to
the CCPA regulations in order to equalize the notice requirements placed on businesses and agents, thus
ensuring consumets can act on an informed basis under CCPA. In Section II of this submission, we
discuss related First Amendment and communications fairness issues implicit in a balanced consumer
privacy notice regime.

Iv. Proposed Modifications to the CCPA Regulations Should Enable Flexibility in Methods
of Providing Offline Notice

The proposed modifications to the CCPA regulations related to offline notices present a number of
problems for consumers and businesses. As written, the CCPA implementing regulations already provide
sufficient guidance to businesses regarding the provision of offline notice at the point of personal
information collection in brick-and-mortar stores.!” The proposed modifications are more restrictive and
prescriptive than the current plain text of the CCPA regulations, would restrict businesses’ speech, would
remove the flexibility businesses need to effectively communicate information to their customers, and
would unnecessarily impede business-consumer interactions. We therefore ask the OAG to update the
proposed modifications to: (1) remove the proposed illustrative example associated with brick-and-mortar
stores, and (2) explicitly enable businesses communicating with Californians by phone to direct them to an
online notice where CCPA-required disclosures are made to satisfy their offline notice obligation, a
medium which is more familiar to consumers for these sorts of disclosures along with having the added
benefit of being able to present additional choices to the consumer.

The proposed modifications would require businesses that collect personal information when
interacting with consumers offline to “provide notice by an offline method that facilitates consumers’
awareness of their right to opt-out.”'® The proposed modifications proceed to offer the following
“illustrative examples” of ways businesses may provide such notice: through signage in an area where the
personal information is collected or on the paper forms that collect personal information in a brick-and-
mortar store, and by reading the notice orally when personal information is collected over the phone.'?
While the illustrative examples set forth limited ways businesses can give notice in compliance with the
CCPA, they are more restrictive than existing provisions of the CCPA regulations and detract from the
flexibility businesses need to provide required notices that do not burden consumers or cause unreasonable
friction or frustration during the consumer’s interaction with the business.

The illustrative example related to brick-and-mortar store notification sets forth redundant methods
by which businesses may provide notices in offline contexts. The CCPA regulations already address such
methods of providing offline notice at the point of personal information collection by stating, “[w]hen a
business collects... personal information offline, it may include the notice on printed forms that collect
personal information, provide the consumer with a paper version of the notice, or post prominent signage
directing consumers to where the notice can be found online.”” The proposed modifications regarding
notice of the right to opt out in offline contexts are therefore unnecessary, as the regulations already
address the very same methods of providing offline notice and offer sufficient clarity and flexibility to
businesses in providing such notice.

In addition, the proposed modifications related to brick-and-mortar store notification are overly
prescriptive. They include specific requirements about the proximity of the offline notice to the area where
personal information is collected in a store. The specificity of these illustrative examples could result in

17 Cal. Code Regs. tit. 11, § 999.305(a)(3)(c).

18 Cal. Code Regs. tit. 11, § 999.306(b)(3) (proposed Oct. 12, 2020).
Y.

2 Cal. Code Regs. tit. 11, § 999.305(a)(3)(c).



over-notification throughout a store as well as significant costs. For example, the proposed modification
could be interpreted to require signage at each cash register in a grocery store, as well as signage at the
customer service desk, in the bakery area of the store where consumers can submit requests for cake
deliveries, and in any other location where personal information may be collected. They also do not
account for different contexts of business interactions with consumers. A business operating a food truck,
for instance, would have different offline notice capabilities than an apparel store. A single displayed sign
in a brick-and-mortar store, or providing a paper version of notice, would in most instances provide
sufficient notice to consumers of their right to opt out under the CCPA. Bombarding consumers with
physical signs at every potential point of personal information collection could be overwhelming and
would ultimately not provide consumers with more awareness of their privacy rights. In fact, this strategy
is more likely to create privacy notice fatigue than any meaningful increase in privacy control, thus
undercutting the very goals of the CCPA.

Additionally, the proposed modifications’ illustrative example of providing notice orally to
consumers on the phone appears to suggest that reading the full notice aloud is the only way businesses
can provide CCPA-compliant notices via telephone conversations. Reading such notice aloud to
consumers would unreasonably burden the consumer’s ability to interact efficiently with a business
customer service representative and would likely result in consumer annoyance and frustration. Requiring
businesses to keep consumers on the phone for longer than needed to address the purpose for which the
consumer contacted the business would introduce unneeded friction into business-consumer relations.
Instead, businesses should be permitted to direct a consumer to an online link where information about the
right to opt out is posted rather than provide an oral catalog of information associated with particular
individual rights under the CCPA.

The proposed modifications’ addition of illustrative examples regarding methods of offline notice
is unnecessary, redundant, and inflexible. These modifications would result in consumer confusion, leave
businesses wondering if they may take other approaches to offline notices, and if so, how they may
provide such notice within the strictures of the CCPA. We therefore ask the OAG to remove the proposed
illustrative example associated with brick-and mortar stores as well as clarify that businesses
communicating with consumers via telephone may direct them to an online website containing the required
opt out notice as an acceptable way of communicating the right to opt out.

* * *


















and the regulation is narrowly tailored to serve that interest.”> The proposed regulation fails each part of
the test:

®  No substantial interest: Although there is no stated justification in the proposal, the most
likely interest would be to streamline opt out requests by making it easier and faster to submit
opt-outs. The OAG presumably wants nothing to impede consumers from opting out, but it is
unclear because the OAG has not affirmatively stated its purpose for the proposed
modification. Consumers should be made aware of the ramifications of their opt out decisions
as they are opting out — not after confirming a request — so they do not make opt out choices to
their detriment because they do not know the effect of such choices. For this reason, they
should be able to receive information from businesses about the consequences of their opt out
choices as they are submitting opt out requests. Providing information concerning the impact
of an opt out is not an impediment to the process, but rather improves it.

®  No advancement of the interest: If streamlining opt out requests to remove perceived
impediments is the justification for the proposed rule, then the proposal does not advance that
interest. The proposed regulation already includes many other specific requirements that
facilitate speed and ease of opt-outs, including a requirement to use the minimal number of
steps for opt-outs (and no more than the number of steps needed to opt in), prohibiting
confusing wording, restricting the information collected, and prohibiting hiding the opt-out in
a longer policy, all of which directly advance this interest without suppressing speech. The
proposed rule limiting businesses from clicking through or listening to reasons would not
make the opt out process easier for consumers, because it could result in consumers making
uninformed choices if they are not notified of the consequences of their decision to opt out as
they are making it. A “regulation may not be sustained if it provides only ineffective or
remote support for the government’s purpose.”’® This proposed regulation is both ineffective
and provides no support for the government’s purpose.

o Not narrowly tailored: The proposed regulation is an overly broad and prescriptive restriction
on speech that hinders accurate and educational communications to consumers about the
consequences of a decision to opt-out. The regulations already include various other
provisions that work to streamline the opt out process. “[I|f the governmental interest could be
served as well by a more limited restriction on commercial speech, the excessive restrictions
cannot survive.”'* As noted above, there are many ways to craft regulations to require simple
and fast opt-out mechanisms that do not suppress lawful and truthful speech.

In sum, the regulation violates each and every prong of the framework for evaluating commercial
speech. “As in other contexts, these standards ensure not only that the state’s interests are proportional to
the resulting burdens placed on speech but also that the law does not seek to suppress a disfavored
message.” 1° The proposed regulation would do exactly that. Thus, it is a content-based restriction on
speech, subject to heightened scrutiny. The U.S. Supreme Court has made clear that the burden is on the
government to justify content-based restrictions on lawful speech, and the failure to even state a basis for
this restriction fails to meet this requirement.'® The OAG should revise the text of the proposed

12 Central Hudson Gas & Elec. Corp. v. Public Service Commission of New York, 447 U.S. 557, 564 (1980); see also
Individual Reference Services Group, Inc. v. F.T.C., 145 F. Supp. 2d 6, 41 (D.D.C. 2001).

13 Central Hudson Gas & Elec. Corp. v. Public Service Commission of New York, 447 U.S. 557, 564 (1980).
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15 Sorrell v. IMS Health Inc., 564 U.S. 572, 565 (2011).

18 E.g., Reed v. Town of Gilbert, 576 U.S. 155, 171 (2015) (citing Arizona Free Enter. Club’s Freedom Club PAC v.
Bennett, 564 U.S. 721 (2011)).



modification in Section 999.315(h)(3) to avoid running afoul of the First and Fourteenth Amendments and
to ensure consumers may receive information about the impacts of an opt out request as they engage in the
opt out process with a business.

III. The Proposed Modifications Should Impose the Same Notice Requirements on
Authorized Agents as They Impose on Businesses

The proposed modifications to the CCPA regulations would require a business to ask an
authorized agent for proof that a consumer gave the agent signed permission to submit a rights request.'”
Although this provision helps ensure businesses can take steps to verify that authorized agents are acting
on the true expressed wishes of consumers, the proposed modifications do not offer consumers sufficient
protections from potential deception by authorized agents. For example, while the proposed modifications
would impose additional notice obligations on businesses,'® those requirements do not extend to authorized
agents. Authorized agents consequently have little to no guidelines or rules they must follow with respect
to their communications with consumers, while businesses are subject to onerous, highly restrictive
requirements regarding the mode and content of the information they may provide to Californians. The
asymmetry between the substantial disclosure obligations for businesses and the lack thereof for
authorized agents could enable some agents to give consumers misleading or incomplete information. We
encourage the OAG to take steps to modify the proposed modifications to the CCPA regulations in order
to equalize the notice requirements placed on businesses and agents, thus ensuring consumers can act on
an informed basis under CCPA. In Section Il of this submission, we discuss related First Amendment and
communications fairness issues implicit in a balanced consumer privacy notice regime.

Iv. Proposed Modifications to the CCPA Regulations Should Enable Flexibility in Methods
of Providing Offline Notice

The proposed modifications to the CCPA regulations related to offline notices present a number of
problems for consumers and businesses. As written, the CCPA implementing regulations already provide
sufficient guidance to businesses regarding the provision of offline notice at the point of personal
information collection in brick-and-mortar stores.!® The proposed modifications are more restrictive and
prescriptive than the current plain text of the CCPA regulations, would restrict businesses’ speech, would
remove the flexibility businesses need to effectively communicate information to their customers, and
would unnecessarily impede business-consumer interactions. We therefore ask the OAG to update the
proposed modifications to: (1) remove the proposed illustrative example associated with brick-and-mortar
stores, and (2) explicitly enable businesses communicating with Californians by phone to direct them to an
online notice where CCPA-required disclosures are made to satisfy their offline notice obligation, a
medium which is more familiar to consumers for these sorts of disclosures along with having the added
benefit of being able to present additional choices to the consumer. This sort of operational flexibility is
necessary for businesses to convey important notices in context.

The proposed modifications would require businesses that sell personal information to “inform
consumers by an offline method of their right to opt-out and provide instructions on how to submit a
request” when interacting with consumers offline.”® The proposed modifications proceed to offer the
following “illustrative examples” of ways businesses may provide such notice: through signage in an area
where the personal information is collected or on the paper forms that collect personal information in a

17 Cal. Code Regs. tit. 11, § 999.326(a) (proposed Oct. 12, 2020).

18 /4. at § 999.315(h)(3).

19 Cal. Code Regs. tit. 11, § 999.305(a)(3)(¢) (finalized Aug. 14, 2020).
20 Cal. Code Regs. tit. 11, § 999.306(b)(3) (proposed Dec. 10, 2020).



brick-and-mortar store, and by reading the notice orally when personal information is collected over the
phone.?! While the illustrative examples set forth limited ways businesses can give notice in compliance
with the CCPA, they are more restrictive than existing provisions of the CCPA regulations and detract
from the flexibility businesses need to provide required notices that do not burden consumers or cause
unreasonable friction or frustration during the consumer’s interaction with the business.

The illustrative example related to brick-and-mortar store notification sets forth redundant methods
by which businesses may provide notices in offline contexts. The CCPA regulations already address such
methods of providing offline notice at the point of personal information collection by stating, “[w]hen a
business collects. .. personal information offline, it may include the notice on printed forms that collect
personal information, provide the consumer with a paper version of the notice, or post prominent signage
directing consumers to where the notice can be found online.”** The proposed modifications regarding
notice of the right to opt out in offline contexts are therefore unnecessary, as the regulations already
address the very same methods of providing offline notice and offer sufficient clarity and flexibility to
businesses in providing such notice.

In addition, the proposed modifications related to brick-and-mortar store notification are overly
prescriptive. They include specific requirements about the proximity of the offline notice to the area where
personal information is collected in a store. The specificity of these illustrative examples could result in
over-notification throughout a store as well as significant costs. For example, the proposed modification
could be interpreted to require signage at each cash register in a grocery store, as well as signage at the
customer service desk, in the bakery area of the store where consumers can submit requests for cake
deliveries, and in any other location where personal information may be collected. They also do not
account for different contexts of business interactions with consumers. A business operating a food truck,
for instance, would have different offline notice capabilities than an apparel store. A single displayed sign
in a brick-and-mortar store, or providing a paper version of notice, would in most instances provide
sufficient notice to consumers of their right to opt out under the CCPA. Bombarding consumers with
physical signs at every potential point of personal information collection could be overwhelming and
would ultimately not provide consumers with more awareness of their privacy rights. In fact, this strategy
is more likely to create privacy notice fatigue than any meaningful increase in privacy control, thus
undercutting the very goals of the CCPA.

Additionally, the proposed modifications’ illustrative example of providing notice orally to
consumers on the phone appears to suggest that reading the full notice aloud is the only way businesses
can provide CCPA-compliant notices via telephone conversations. Reading such notice aloud to
consumers would unreasonably burden the consumer’s ability to interact efficiently with a business
customer service representative and would likely result in consumer annoyance and frustration. Requiring
businesses to keep consumers on the phone for longer than needed to address the purpose for which the
consumer contacted the business would introduce unneeded friction into business-consumer relations.
Instead, businesses should be permitted to direct a consumer to an online link where information about the
right to opt out is posted rather than provide an oral catalog of information associated with particular
individual rights under the CCPA.

The proposed modifications’ addition of illustrative examples regarding methods of offline notice
is unnecessary, redundant, inflexible, and likely highly costly for many businesses. These modifications
would result in consumer confusion, leave businesses wondering if they may take other approaches to
offline notices, and if so, how they may provide such notice within the strictures of the CCPA. We
therefore ask the OAG to remove the proposed illustrative example associated with brick-and mortar stores

2.
22 Cal. Code Regs. tit. 11, § 999.305(a)(3)(c) (finalized Aug. 14, 2020).
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EXHIBIT B

PRINCIPLES FOR USER-ENABLED CHOICE SETTING MECHANISM

A Choice Setting should meet the following criteria:

1.

Accessing the Setting. A Choice Setting shall be activated in the settings panel of
a browser and/or device, which is accessible from a menu. Additional prompts or
other means of accessing a Choice Setting may be offered in addition to the
setting panel, but such additional prompts or means should not unfairly
disadvantage an entity.

2. Describe Setting & Effect. A Choice Setting shall communicate the following:

3.

a. Effect of Choice. The effect of exercising such choice including that a
Choice Setting signal is limited to communicating a preference to opt out
from the sale of personal information, specific types of advertising, and/or
any other legal right provided by law; and the fact that some data may still
be collected and used for purposes not subject to the rights provided by
law following the sending of a choice signal;

b. Scope of Opt Out. Choice made via the Choice Setting applies to the
browser or device from which such choice is made, or for the consumer, if
known to the entity receiving the signal and required by law; and

c. Affirmative Direction to Sell. The fact that if a consumer affirmatively
allows a particular entity to collect, sell, or use personal information about
interactions, viewing and/or activity from Web sites, devices, and/or
applications, the activation of the Choice Setting will not limit that
collection, sale, or use from such entity.

Affirmative Step. The consumer shall affirmatively consent to turn on or
activate the Choice Setting via the settings panel of a browser and/or device.
Such ChoiceSetting may not be preselected, turned on, or activated by default.

Option to Withdraw Choice. A Choice Setting shall provide a means for a
consumer to turn off, deactivate, or revoke consent for the Choice Setting through
the same means the consumer previously made the affirmative choice to turn on
or activate the Choice Setting.

. Jurisdictional Signal. The Choice Setting should indicate the jurisdiction(s) from

which choice is made in a manner that the entity receiving the signal may
determine the applicable legal requirement(s).

* * *



