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Why should you care?



http://www.infotrust.org

FACEBOOK



http://www.infotrust.org

GOOGLE



http://www.infotrust.org

AMAZON



http://www.infotrust.org

APPLE



WHAT IS 
FIRST-PARTY 
DATA?  THE 

GOLDEN 
TICKET



HOW DOES YOUR PHONE WORK?

GLONASS



HOW DOES YOUR PHONE WORK?

Google Maps, Nokia, and Apple Maps connect to GLONASS and GPS. 



 
 







A QUICK TOUR OF 2018

January

247,000 Homeland Security staff and witnesses affected by data breach

January: A database used by the Department of Homeland Security's Office of 

the Inspector General was confirmed breached in January, affecting over 

247,167 and former employees and individuals associated with the department's 

previous investigations.

February

Unsecured server exposed thousands of FedEx customer records

February: A company acquired by FedEx leaked thousands of 

customer records, thanks to a leaking Amazon S3 bucket. The data included 

names, addresses, and phone numbers.

https://www.zdnet.com/article/over-240000-homeland-security-employees-case-witnesses-affected-by-data-breach/
https://www.zdnet.com/article/unsecured-server-exposes-fedex-customer-records/
https://www.zdnet.com/article/unsecured-server-exposes-fedex-customer-records/


A QUICK TOUR OF 2018

Orbitz says hacker stole two years' worth of customer data

March: The travel booking site said about 880,000 payment cards, thanks to 

a security vulnerability in the travel site's legacy booking system.

Trump-linked data firm Cambridge Analytica harvested data

April: The controversial Trump campaign-linked data was 

suspended from Facebook for using the data to determine who voters might choose at 

the ballot box. More than 80 million people were affected by the data exposure.

https://www.zdnet.com/article/orbitz-says-hacker-stole-customer-data/
https://www.zdnet.com/article/facebook-suspends-analytics-firm-that-helped-trump-campaign/
https://www.zdnet.com/article/facebook-suspends-analytics-firm-that-helped-trump-campaign/


A QUICK TOUR OF 2018

T-Mobile bug let anyone see any customer's account details

May: An exposed and unauthenticated API on T-Mobile's website let anyone access the 

personal account details of any customer with just their cell phone number. The returned 

data included a customer's full name, postal address, billing account number, and in some cases information 

about tax identification numbers.

Marketing firm leaked database with 340 million records

June: Some 340 million records were stolen from a server run by Exactis, a company 

you've likely never heard of, after the data was found on a publicly accessible system. Each record contains a 

huge amount of data, including contact information and public records, to "more than 400 variables on a vast 

range of specific characteristics."

https://www.zdnet.com/article/tmobile-bug-let-anyone-see-any-customers-account-details/
https://www.zdnet.com/article/tmobile-bug-let-anyone-see-any-customers-account-details/
https://www.wired.com/story/exactis-database-leak-340-million-records/


A QUICK TOUR OF 2018

Adidas data-security breach could involve "a few million customers"

June: Sports clothing maker Adidas said that its website was hacked, and data -- including 

contact information, usernames, and hashed passwords -- were stolen in the breach.

Ticketmaster breach was part of a larger credit card skimming effort, analysis shows

July: A recent breach at Ticketmaster was just "the tip of the iceberg" of a wider, massive credit card skimming 

operation, research has found. By targeting suppliers of third-party code installed on e-commerce 

websites -- like Ticketmaster -- the hackers were able to in some cases get "nearly 10,000 victims instantly."

https://www.cbsnews.com/news/adidas-security-breach-could-involve-a-few-million-customers/
https://www.zdnet.com/article/ticketmaster-breach-was-part-of-a-larger-credit-card-skimming-effort-analysis-shows/


DATA AND 
ADVERTISING

THE CURRENT STATE



People-based marketing. 

Facebook, of course

ELECTRIFYING CONCEPT! THE ANSWER TO SERIOUS PROBLEMS !



Beyond targeting 

behavioral or 

demographic segments



Recognizes you across 

devices



Every public act is collected, 

and sold



http://www.infotrust.org

TARGETING

A WINE SHOP WANTS TO REACH 
WINE ENTHUSIASTS.



http://www.infotrust.org

I FOUND 106,141 PEOPLE TO TARGET-
I HAVE ALL OF THEIR PHONE IDS 



DATA AND 
PRIVACY

GPS IS NOT THE ONLY SURPRISE



THE CURRENT STATE OF AFFAIRS

In 2017, the world saw more data breaches 

than any year prior. 

https://www.identityforce.com/blog/2017-data-breaches
https://www.identityforce.com/blog/2017-data-breaches




















BIGGEST CHANGE OF 2018

August: It’s 2018, going on 1984.

The UK has passed a massive expansion in surveillance powers, 

which critics have called "terrifying" and “dangerous.”

https://www.opendemocracy.net/digitaliberties/julian-huppert/uk-investigatory-powers-bill-becomes-law-terrify-us


WHO WILL 
REGULATE 
YOU?

THE EUROPEANS ARE COMING



WHO WILL REGULATE YOU?

FOUR BIG IDEAS 

http://www.infotrust.org

FOUR INTERESTED PARTIES 
ONE BIG CONCEPT 



http://www.infotrust.org

"ANONYMOUS TO KNOWN" 

WHO WILL REGULATE 
YOU?



WHO WILL REGULATE YOU?

 ​

http://www.infotrust.org

NO AD BOTS OR FRAUDULENT TRAFFIC​



WHO WILL REGULATE YOU?

 ​

http://www.infotrust.org

WHO TO BELIEVE, NOT WHAT TO 
BELIEVE



WHO WILL REGULATE YOU?

http://www.infotrust.org

SHIFT FROM ADVERTISING TO READER 
PAYMENT



WHO WILL REGULATE YOU?

GERMANY IS THE FIRST
 ​



WHO WILL REGULATE YOU?

ENDING DEPENDENCE ON PLATFORMS



FAKE NEWS AND A NATIONAL TRUST 
DEFICIT

WHO WILL REGULATE 
YOU?



WHO WILL REGULATE YOU?

SURVEILLANCE MARKETING



WHO WILL REGULATE YOU?

1) INTENT
2) WHO THE USER IS

3) UNDERSTANDING CONTEXT



WHO WILL REGULATE YOU?

http://www.infotrust.org

TARGETING

KEYWORD  CONTEXT  BEHAVIOR  
GEOGRAPHY  GEOFENCE



WHO WILL REGULATE YOU?

http://www.infotrust.org

CHROME



WHO WILL REGULATE YOU?

SAFARI



WHO WILL REGULATE YOU?

FIREFOX
Assembles lists of bad guy sites



GDPR
THE NEXT STEPS



CALIFO
RNIA



PROTECT 
YOURSELF

JOIN THE REVOLUTION


